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Opening Statement

. FACT: 92.4% of malware is FICTION: if your password is
NCSAM was started in 2004 delivered via email* stolen you have time to reset it

The time it takes cybercriminals to
compromise a system is often a
matter of minutes or even seconds*

ALLIANCE







Email Security




Email Security

* DO: Keep separate work and personal email accounts.

» DO: Secure your accounts using multi-factor authentication.
* DO: Know how to classify data that you own or handle.

* DO: Protect your mobile devices with a PIN or password.

* DO NOT: Use the same password for your work and personal email.
* DO NOT: Use public computers to log into your accounts.

DO NOT: Send confidential information over unsecure email.

DO NOT: Forward work email to your personal email account.




Data Classification Categories

Student academic records (grades, class schedules and/or GPA)

Personally identifiable information (Pll) protected by FERPA or Texas Law (with or without social security
numbers)

Federal Tax Information (FTI)

Counseling and health records (HIPAA)

Credit card information (PCl)

Private individual financial information (GLBA)

Aggregate data without disclosure avoidance methods

Departmental data that needs to be kept private

Information that we are bound to protect by a legally-binding agreement

Data protected by CJIS (Criminal Justice Information Services) Security Policy

Data classified as Controlled Unclassified Information by the federal government

Information related to security or infrastructure issues for computers, which is confidential through Section
552.139 of the Texas Government Code

Directory data for students that opted-out from disclosure
Public information requested outside of the official process

Course listing information

Aggregate data with disclosure avoidance methods
Employee directory

Public information requested through the official process




Acceptable Storage Locations

Only if the disk is encrypted Only if the disk is encrypted
Only if the disk is encrypted Only if the disk is encrypted

Only if compliant with mobile device Only if compliant with mobile
standard device standard

No Yes
No No
No No
Yes
Yes
Only class grade books
No No
No No

Only if compliant with mobile
device standard and while
employed by STC

Only if compliant with mobile device
standard and while employed by STC

No No




Educating for Cybersecurity

CITP 4346 - Cyber Law and CITP 4347 - Principles of
Digital Forensics Cybersecurity




Awareness Campaign Links

https://www.axcrypt.net/information/how-to-use/

7
https://iso.southtexascollege.edu/howto-duo-security/

7k
https://support.google.com/mail/answer/7674059?co=GENIE.Platform%3DDesktop&hl=en

ik

https://www.google.com/landing/2step
%

https://staysafeonline.org/stay-safe-online

i

https://docs.microsoft.com/en-us/azure/active-directory/user-help/microsoft-authenticator-
app-how-to

https://secureshare.southtexascollege.edu

_
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Questions and Answers

“Cybersecurity is our shared responsibility.”

Information Security Office STOP
, THINK
infosec@southtexascollege.edu

956-872-2335
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